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Foreword by Figen Murray, mother of Martyn Hett

Our life as an ordinary family ceased on 22nd May 2017 when our son Martyn was murdered in a
terrorist attack at the Manchester Arena. As a parent | might have been excused if | had disinte-
grated at that point. But | tried not to do that, but instead to channel my experience to help others.

Exactly what that would mean | didn’t at the time know, but a year later after a theatre trip in Man-
chester where no security checks were performed, | knew that pushing for improved security was
where | would focus.

| had wrongly assumed that since the attack in May 2017, venues would have learnt their lesson
and would have put stringent security checks in place. | was devastated to see that this was not
the case. It felt as if what happened in Manchester on that fateful night had been forgotten.

| never set out to be an activist or to stir things up. However, the threat level to the UK from ter-
rorism is currently stated as ‘Severe’. This means that a terrorist attack is ‘highly likely’. As a par-
ent who lost her son, | know only too well that nobody is immune from violence of this nature. We
cannot predict when and where an attack can happen. So as well as trying to track down terror-
ists before they commit atrocities, we also need to get better at protecting the public from the at-
tacks we cannot foil.

That means putting in place basic security procedures so that every venue and public space has
a plan. Of course, what this would look like will be dependent on the venue and the circumstanc-
es. Martyn’s Law doesn’t advocate a one size fits all approach, it’s all about having a plan rele-
vant to the threat. It seems absurd to me that we have legislation that sets out how many toilets a
venue must have and how food must be prepared, but nothing that holds those same venues re-
sponsible for having basic security in place.

Martyn’s Law isn’t going to stop terrorism. Nothing can do that. But | do hope that if the govern-
ment legislate for Martyn’s Law then it will mean simple common sense security will make it much
harder to inflict mass casualties and fewer people will have to suffer what | and the parents of the
21 other bereaved families of Manchester have had to endure.
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Foreword by Nick Aldworth, retired Chief Superintendent,
Metropolitan Police

In 2017, | was the Metropolitan Police Services Counter Terrorism Protective Security Lead for
London. It was my privilege to lead a team of about 300 CT experts, all of whom had a passion
for protecting people from harm. While we had observed multiple attack methodologies over-
seas, there had been no terrorist attacks since the murders of Jo Cox MP in 2016 and Fusilier
Lee Rigby, three years earlier. We were only just starting to understand these attacks for what
they were. | felt confident that we had learned from what was happening elsewhere and that my
tenure as the unit commander would be marked by nothing happening ‘on my watch’.

As | travelled home on 22 March 2017, | took the first of many phone calls that year, that would
challenge all my beliefs in what |, as an employee of the state, could realistically achieve. A new
reality set home, despite our best efforts, we couldn’t predict when, where and how attacks would
occur anymore; | couldn’t defend the public | had sworn to serve and protect.

On 22 May 2017, | was awoken by my wife who had stayed up late and watched the news, she
showed me a breaking news story about an ‘incident’ in Manchester. The murder of Martyn Hett
and 21 others had already occurred by the time | called into work to see what |, and my team,
could do to protect London.

At this time |, and many others in CT Policing, started to call for greater involvement of business-
es in countering the multi-faceted threats that were now upon us. We started to call for a ‘Protect
Duty’ as it was obvious that the policing alone, could not keep the public safe. We know our calls
were heard by government but it was clear that our views of what needed to be done had not,
and still have not, converged.

After the London Bridge and Borough Market attack, we were approached by a survivor, Natalie
Tait, who asked to try and help her campaign for better preparation within crowded places and
spaces. Natalie felt that the business she was in during the attack could have done much better.

The rest of 2017 unfolded with the attack on Finsbury Park. Then we got lucky, very lucky. A
bomb at Parson’s Green, failed to initiate properly, potentially preventing hundreds of fatalities.

In 2018, | met Figen Murray and learned that she too was concerned about the lack of security in
places that could easily be viewed as terrorist targets. | was struck by this woman’s humility,
courage and compassion and the simplicity of what she called for. | asked her to speak to an au-
dience of 400 security industry representatives in early 2019, and she moved many a hardened
security practitioner to tears. Importantly, she persuaded the defence and security industry rep-
resentative body, ADS, to back her campaign. As a tribute to Figen and her amazing son
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Martyn, we agreed to refer to ‘Martyn’s Law’ as our call to action for that conference.

| retired in May 2019 from a 36 year career in the military and police service. | was exhausted
and desperately sad to leave so many amazing colleagues with so much unfinished work. Part of
that unfinished work is Martyn’s Law. However, | have a voice and expertise that is still of value
and, despite moving into new endeavours, | am passionate about seeing the creation of Martyn’s

Law.

The British Public need to be protected and Martyn’s Law is the only way to mobilise the action
that will ensure this. In a world of ambiguity, it is the clear and right thing to do and | will support
it in any way that | am able to as a tribute to an amazing young man and all those others who

were murdered ‘on my watch’.

Introduction

This paper proposes the introduction of new leg-
islation to provide better protection from terror-
ism for the British Public. It is produced in hon-
our of the life of Martyn Hett and the 35 other
people murdered, and hundreds injured, by ex-
tremists in the UK in 2017. Its aim is to help re-
duce the number of families who have to go
through what their families have by making the
United Kingdom better protected from terrorism
and more prepared to deal with the conse-
quence of it, while maintaining a free and open
society.

Martyn’s Law should therefore be a key part of
delivering the UK’s wider Counter Terrorism
Strategy 2018 (CONTEST).

Of course, we know all too well that terrorism will
never disappear and that even the best laws and
best protection won’t be able to stop every deter-
mined terrorist. But we also know that through
simple planning and basic steps that some at-
tacks could be disrupted, deterred or opportuni-
ties denied; and others would be less deadly.

We recognise that there is a balance to be
struck; we don’t want terrorism to fundamentally
change our society or lead to a country that is
less free or vibrant. That's why Martyn’s Law
simply seeks to create clarity of responsibility
and encourage good protective security practice;
be it something as simple as searching bags on
entry to premises or a more sophisticated ap-
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proach for larger crowded places. It seeks to
ensure that public bodies are prepared for terror-
ism and able to deal with its aftermath. It pro-
poses that training and awareness are made
available, and adopted, so that people can pro-
tect themselves and the communities in which
they live. It will fill gaps in existing legislation
while also working hand in glove with related
areas of law such as planning.

Above all, Martyn’s Law seeks to create parity
and coherence with all the other strands of
CONTEST. This will ensure that the safety net
of protective security and preparedness will be
there when those who don’t wish to be deradi-
calized reject the support offered through the
Prevent Duty, or are not spotted by the security
and policing services operating under the Pur-
sue strand of CONTEST. In short, Martyn’s Law
will be the last piece of the legislative jigsaw that
will ensure that British Citizens at home and
abroad, can go about their lives knowing that
they are as safe as possible.

Background

Terrorist groups use violence and threats of vio-
lence to publicise their causes and as a means
to achieve their goals. They often aim to influ-
ence or exert pressure on governments and gov-
ernment policies but reject democratic process-
es, or even democracy itself. Terrorism and ex-
tremism have existed for Centuries with different
motivating factors. In the UK we all recall the
Gunpowder plot of 1605 each Bonfire Night. This
was in fact a pro- Catholic plot to kill the King
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by placing explosives under the Palace of West-
minster. Most notable though was the rise of
Irish Republicanism in the 19th century leading
to many atrocities with the Fenian Brotherhood
active in London and Manchester in the late
1800s. During the 20th century, there was a
sustained campaign of high profile attacks on
the mainland by various Irish Republican Army
(IRA) groups linked to the conflict in Northern
Ireland (which became known as ‘the Troubles’.)
In the late 20th century there were also attacks
by Middle Eastern terrorist groups, most of
which were linked to the Arab-lsraeli conflict.
During the 21st century, , the majority of terrorist
incidents in Britain have been linked to radical
interpretations of Islam fuelled by Al-Qaeda, IS
or Daesh and conflicts such as those in Iraq and
Syria. There has also been a significant rise in
far right extremism.

Across the World, thousands have died, hun-
dreds of thousands have been injured, and mil-
lions have been affected by terrorism. The com-
mon factor in all of these attacks is that often
innocent people are killed, harmed and/or have
their lives changed forever through no fault of
their own.

As terrorism has developed, so too have the se-
curity services. Methods of monitoring and infil-
trating terrorist groups have grown from the
physical to the technical, to the cyber, or amal-
gamations of all three. For every type of attack
used, innovators have developed solutions to
thwart their effectiveness. Occasionally, govern-
ment has intervened and created legislation that
has a protective security outcome, such as the
prohibition on the unregistered sale and pur-
chase of pre-cursor chemicals used by the IRA
to build large scale bombs.

Much of the security and legislative infrastruc-
ture that exists in the UK is focused towards or-
ganised terrorism, where the need to obtain in-
formation, travel or, coordinate action leaves
traces that security services can find and exploit.
However the nature of terrorism has changed.

Terrorism has moved away from these more
structured organisations which are more exploit-
able to a new ‘DIY’ terrorism, where rather than
having to build complex explosives and coordi-
nate across multiple targets you can use any-
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thing as a weapon from a car to a knife, against
any section of the community at any time.

The orthodoxy of terrorism changed in 2014,
driven by the call of Abu Mohhamed al-Adnani:
“...kill him in any manner or way however it
may be. Smash his head with a rock, or
slaughter him with a knife, or run him over
with your car, or throw him down from a high
place, or choke him, or poison him.”

The call from this significant anti-western figure
was also heard by the extreme right wing who
have shown a similar intent to simplify terrorism.

This has meant the bar to terrorism has dropped
and with it the lines between truly ideologically
driven murder and those driven by other more
personal motivations has become blurred. Peo-
ple who once just held extreme views now have,
near, unfettered access to an avalanche of infor-
mation that might cement those views into hard-
ened intent to cause harm. In the words of An-
drew Parker, the Director General of MI5:
“Today there is more terrorist activity, com-
ing at us more quickly, and it can be harder
to detect. It is multi-dimensional, evolving
rapidly, and operating at a scale and pace
we’ve not seen before.”

The scale, nature and pace of terrorism means
that much will remain out of view of the security
services, awaiting the spark that will drive it to
action. As a result of all of this, our Counter Ter-
rorism strategy needs to continue to evolve and
we need to particularly build up our protective
infrastructure to reduce the harm that these
kinds of attacks could cause.

Why Martyn’s Law is Needed

The paradigm shift in the nature of terrorism
means that the state’s primary responsibility of
protecting its citizens is no longer achievable
through the existing, and very limited, provision
of state-owned protective security resources.
The spaces and places in which people live,
work and enjoy democratic freedoms are the
very places that terrorists wish to attack. They
are soO numerous, it is unreasonable to expect
the state to provide security everywhere.
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There are estimated to be about 650,000 crowd-
ed places in the UK, of which only about 0.2%
are prioritised to receive direct support from the
state’s network of counter-terrorism experts.

To help fill the gap, the State provides good
quality advice and training on countering terror-
ism through the National CT Security Office and
the Centre for Protection of National Infrastruc-
ture. However, engagement with these entities
is limited to a few thousand people a year, and
adoption of their advice is entirely discretionary.
Some products, such as e- learning, have shown
growth but with only about 3000 organisations
signed up, there is still an enormous gap be-
tween numbers of places and those who feel
obligated to protect their customers and staff.

The British security industry is one of the big-
gest, most diverse and most proficient in the
World, but adoption of infrastructure, equipment
and techniques largely remain the preserve of
big corporations rather than those who service
most of the British Public’s needs.

Those who operate the places and spaces in
which people live, work and socialise must take
greater steps to ensure the security of their us-
ers. It matters not whether these are private
businesses or local government authorities, the
obligation must be equal and comprehensive.

However the solution is not just about tangible
materials, it is also about being prepared. While
the existence of Local Resilience Forums is
mandated in law, what they focus on is not. It
should be a fundamental requirement of the
state that local government bodies and emer-
gency services should have comprehensive
plans for responding to terrorism and recov-
ering from it.

What is Martyn’s Law?

Martyn’s Law is a piece of legislation that cre-
ates a coherent and proportionate approach to
protective security. It should apply to any place
or space to which the public have access. For
small venues this may simply require an addition
to their already mandated fire plan, for bigger
more complex venues it will require a more ho-
listic approach.
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It consists of 5 requirements. That spaces and
places to which the public have access:

» engage with freely available counter-
terrorism advice and training;

» conduct vulnerability assessments of their
operating places and spaces;

»  mitigate the risks created by the vulnerabil-
ities;
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put in place have a counter-terrorism plan;

» and a requirement for local authorities to
plan for the threat of terrorism.

A more detailed description of the opportunities
presented by these themes is discussed in the
following pages.

Why existing laws are not
good enough

Some in government have argued that we adapt
existing legislation to fill the gaps. It is our view
that this won’t work.

Firstly because there are no laws in the UK that
are aimed at providing counter-terrorism protec-
tive security or preparedness outcomes. There
are a number that provide parallel legislation and
are focused on crime and/or safety. These are:

Crime and Disorder Act 1998 - Intended to
place responsibilities on local government and
police functions to be better at managing anti-
social behaviour and crime evolving from poor
familial relationships and control.

Licensing Act 2003 - An Act to make provision
about the regulation of the sale and supply of
alcohol, the provision of entertainment and the
provision of late night refreshment, about of-
fences relating to alcohol and for connected pur-
poses.

Health and Safety at Work Act 1974 - The
Health and Safety at Work etc. Act 1974 (c 37)
(abbreviated to "HSWA 1974", "HASWA" or
"HASAWA") is an Act of the Parliament of the
United Kingdom that as of 2011 defines the fun-
damental structure and authority for the encour-
agement, regulation and enforcement of work-
place health, safety and welfare within the Unit-
ed Kingdom.
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Civil Contingencies Act 2004 - The Civil Con-
tingencies Act 2004 (s 36) is an act of the Parlia-
ment of the United Kingdom that establishes a
coherent framework for emergency planning and
response ranging from local to national level. It
also replaces former Civil Defence and Emer-
gency Powers legislation of the 20th century.

Law is commonly written with a distinct purpose,
and the expertise of the draftsperson is to create
the words that will convince both Houses of Par-
liament that what is proposed will achieve what
is intended and not erode the freedoms that we
cherish. Therefore, law that is ‘shoe-horned’
from one purpose to another is seldom success-
ful or encompassing of its original intent.

The government has undertaken a review of op-
portunities to use existing legislation. It is ac-
cepted that there is no single piece of legislation
that would encompass all of the proposals con-
tained in Martyn’s Law. For example, not all
premises that will need to engage with Martyn’s
Law will be licensed and therefore that act is not
suitable. The HSWA 1974, might offer some lim-
ited opportunities but this would require a signifi-
cantly new focus on the Health and Safety Exec-
utive and potentially confuse what most perceive
to be good legislation. It would perhaps be fool-
hardy to amend an Act that came into existence
largely because of how dispersed its, predeces-
sors were.

The details of Martyn’s Law

Part One - A requirement that spaces and
places to which the public have access
engage with freely available counter-
terrorism advice and training.

The provision of high-quality advice is freely
available through NaCTSO. An online, award
winning, e-learning package has already been
developed in collaboration with business. At its
most basic, it is 45 minutes long. Our proposal is
that every venue that hosts any event to which
the public have access on payment or otherwise,
should have at least 25% of their staff CT
Awareness Trained. In addition, we propose
that every such venue, should have at least 1 on
-duty manager who has received the relevant
ACT Awareness Training Course (ACT Opera-
tional and/or ACT Strategic).
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In late FY 19/20, it is expected that the CT Polic-
ing Information Sharing Platform will become live
and will create a national portal through which
training can be accessed and will be free at the
point of use.

Part Two - A requirement for those plac-
es to conduct vulnerability assessments
of their operating places and spaces.

Our proposal suggests that every such place
should undertake a vulnerability assessment of
the area in which their activity takes places and
to which the public will have access and/or
transit through. Online vulnerability assessments
are available and some insurance providers offer
a discount for those business that undertake
such assessments and then manage any risks
that are identified. For medium sized enterpris-
es, this is likely to offer significant financial in-
centive.

However, we propose also that this is not just
the scope or responsibility of the private sector
and that local authorities need to understand the
impact such businesses have in the local envi-
ronment. Local authorities benefit from thriving
communities and have a responsibility to be part
of the solution. Martyn’s Law should require local
authorities to collaborate with venue owners in
mitigating the ‘last-mile’ risks that evolve from
busy and crowded places. This should be the
responsibility of the Community Safety Partner-
ship.

Part Three - A requirement for those plac-
es to have a mitigation plan for the risks
created by the vulnerabilities.

The mitigation of vulnerabilities will often be
achieved at no, or very, low cost. Not every risk
requires expensive infrastructure to be built.
Good quality security is often good CT security.
As described above, for every threat posed, a
mitigation has been developed and the advice to
achieve mitigation is readily available from multi-
ple public and private sources. The CT Police
Information Sharing Platform will again provide a
portal to this advice. We are not proposing an
inspection regime to enforce this part of Martyn’s
Law. Itis our belief that the requirement to have
a vulnerability assessment and mitigation plan
then places the operator of the place or space
as the holder of any unresolved risks, and liable
for any consequences that might arise.
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National and local government have a role to
play here with the provision of a permissive
building and environmental planning policy.
There are still examples of places wanting to
mitigate risk but not being permitted to do so by
their local planning office

Part Four - A requirement for those
places to have a counter-terrorism plan

The UK Governments public advice to individu-
als in the event of a terrorist attack is to Run-
Hide-Tell. A number of incidents have shown
that when mass gatherings or dense pockets of
pedestrians respond to an attack in this way,
there is often additional danger and confusion
created. Our proposal is that places and spac-
es should have a plan that reflects a responsibil-
ity towards large numbers of people, potentially
panicking. This should reflect the principles of
Guide—Shelter—Communicate.

» Guide — Direct people towards the most
appropriate location (invacuation, evacua-
tion, hide)

»  Shelter — Understand how your place or
space might be able to lock-down and
shelter people within it for several hours

» Communicate — Have a means of com-
municating effectively and promptly with
users of your place or space and have
staff capable of giving clear instructions.
Also have the capability of integrating with
any response or rescue operation by
providing things like building plans.

In the same way that a business should have a
fire plan, a business should be in a position, with
trained staff, to respond effectively to a terrorist
attack.

Part Five - A requirement for local author-
ities to plan for the threat of terrorism

The Civil Contingencies Act created a require-
ment for local bodies to convene a multi- agency
Local Resilience Forum. There has only very
recently been any guidance regarding what
counter terrorism planning should look like for a
LRF but still no mandate to consider this theme.
This proposal advocates that Local Resilience
Forums must consider terrorism as a risk and
have a local response and recovery plan to a
range of threat methodologies.
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The cost impact of Martyn’s
Law

Much of Martyn’s Law can be achieved without
significant cost impact. We believe that for
many mitigations, there is no cost or low cost.
Things like metal detectors, CCTV cameras and
security personnel are available within the rea-
sonable cost of any businesses running cost.

However, for some larger venues bigger infra-
structure may be needed and security staffing
costs may be more significant. In these cases
we believe that government has a significant
part to play in stimulating the acquisition of secu-
rity infrastructure. There are precedents with ini-
tiatives such as the ‘Places of Worship’ fund
where a pro-rata sharing of costs are divided
between government and crowded place. We
propose the creation of a low/no interest loan
scheme to fund protective security measures
when those are significant costs.

One way of funding this would be through the
existing infrastructure of the government backed
terrorism reinsurance company, PoolRe. The
current arrangement is that in exchange for a
percentage of the premiums from their products,
PoolRe are able to draw down on Treasury as-
sets in times of need. It is our belief that the
government could make some of this existing
funding available for this scheme and in doing so
continue to reduce the risk, thereby reducing the
likelihood of such a draw down on government
funds ever being needed. It is a virtuous invest-
ment circle.

We recognise that the management of such
loans will need to be housed somewhere within
government and that a qualitative assurance
framework will need to be created.

Where expenditure is required, the UK has a
mature and highly experienced security industry
able to support any requirement. It is possible
that working with a representative body such as
ADS, it may be possible to create an industry led
programme with funding being made available to
security equipment providers rather than individ-
ual places or spaces. . In turn, the provision of
tax revenues from such a programme would like-
ly off-set the cost of a low/no cost loan scheme.
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Concurrent opportunities

Much of Martyn’s Law is dependent on good
quality information sharing and provision of
awareness and advice. The creation of the UK’s
Information Sharing Platform will provide most of
what is needed. Much of the awareness and
training that is currently delivered face- to-face
by CT Security Advisors could be migrated into
digital products, freeing up CTSA’s to concen-
trate on higher risk areas or be part of the assur-
ance process.

As the current government moves towards a
Comprehensive Spending Review, the time is
ripe for considering whether the current ap-
proach to protective security in the UK reflects
the threats that the last Strategic Defence and
Spending Review accounted for.  Much has
happened in the intervening years and the con-
cept of anybody can be a terrorist, using any-
thing as a weapon against any target has funda-
mentally changed how the UK needs to think
about protecting its citizens.

Support

There is widespread and growing support for
Martyn’s law. This includes:

®»  Victims and Survivors — A number be-
lieve that corporate bodies need to be
more responsible for ensuring protective
security is in place both in the UK and in
locations where UK citizens holiday

»  CT Policing — The Senior National Coordi-
nator (Protect and Prepare) and many oth-
ers have publicly called for a Protect Duty

»  Security Institute — Believe that a more
professional industry needs to be devel-
oped, especially in the provision of con-
sulting activity

» Insurance Industry — Believe that incen-
tivising protective security through financial
products will contribute to security

» Civil Servants — Civil Servants will of
course, service the needs of ministers. In
conversations, many believe that new leg-
islation is needed to create a more secure
UK
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Conclusion

Martyn Hett was a remarkable young man who
died doing something that he had every right to
be enjoying in the knowledge that he was both
safe and secure. He was the epitome of every-
thing that terrorists are not; caring, compassion-
ate and life-loving. He and all the others that
died in 2017 were the epitome of what terrorists
despise and what terrorist will continue to attack,
if they get the chance.

If proof were needed of the state’s inability to
protect its citizens from terrorism, on its own,
2017 showed this time and again. The subse-
quent disclosure of the scale of ‘subjects of inter-
est’ (2000-3000) and those others who had
come into contact with the authorities in previous
years (20,000), is a sobering reminder of the im-
possible task given to the relatively small group
of police and security service personnel tasked
with countering terrorism. That is why we need a
wider approach to addressing terrorism, one that
encourages the public and mandates companies
and local authorities to play their own part.
Martyn’s law is one key element of this wider
approach.

This proposal is the first articulation of an idea
espoused by many others. Its authors recog-
nise that it does not answer all the questions that
will be asked and that more detailed work is re-
quired however, that is the role of government.
We stand ready to support government in devel-
oping new legislation and hope that such a law
will enable people like Martyn Hett to live life to
the full without fear of terrorist attack.

Martyn’s Law will save lives and be a fitting
tribute to a wonderful young man and all
those who died alongside him in 2017.
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